Enrollment No: Exam Seat No:

C. U. SHAH UNIVERSITY

Winter Examination-2021

Subject Name: Computer Security

Subject Code: 2TE05CSE1

Semester: 5

Instructions:
(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Date: 15/12/2021 Time: 11:00 To 02:00

Branch: Diploma (CE)

Marks: 70

Q-1

f)

9)

h)

)

K)

Attempt the following questions. (1 mark for each questio

n) (14)

The process of converting plain text into cipher text is known as

(A) Encryption  (B) Decryption (C) Cryptography

(D) None

The process of converting cipher text into plain text is known as

(A) Encryption  (B) Decryption (C) Cryptography
Which of the following is type of intruder?

(D) None

(A) Masquerader  (B) Misfeasor ~ (C) Clandestine user (D) All
Which of the following is rule based intrusion detection technique?

(A) Anomaly Detection (B) Penetration Identification
(C)BothA & B (D) None

Which of the following is initial phase of virus?

(A) Execution (B) Triggering (C) Propagation  (

D) Dormant

Which of the following type of Firewall is also known as proxy server?

(A) Circuit level gateway (B) Application level gateway
(C) Packet filtering router (D) None

In which type of attack alteration of data does not take place?

(A) Active attack (B) Passive attack (C) Replay (D) None
In Playfair Cipher Substitution Technique key matrix is
used.

(A) 3x3 (B) 4 x 4 (C)5x4 (D)5 x5

C = PK mod 26 and P = CK™* mod 26 formulas are used for which

substitution technique?

(A)Monoalphabetic Cipher (B) Hill Cipher

(C) Vigenere Cipher (D) Vernam Cipher
is the original message before transformation.

(A) cipher text (B) plain text (C) secret text

is the message after transformation.

(D) None
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(A) cipher text (B) plain text (C) secret text (D) None

) A method replaces one character with other character.

(A) substitution (B) transposition (C) either Aor B (D) None

m) Which of the following techniques include the involvement of matrix

operations in their algorithms of encryption and decryption?
(A) Hill Cipher (B) Playfair (C) either A or B (D) None

n) If sender and receiver use same key, the system is referred as

encryption.
(A) Asymmetric (B) Symmetric (C) Public Key (D) None

Attempt any four questions from Q-2 to Q-8

Q-2

Q-3

Q-6

Q-7

Q-8

a)
b)

a)

b)

Attempt all questions

Explain Symmetric Encryption Model with diagram.

Explain various types of active attacks in detail.

Attempt all questions

Carry out Encryption and Decryption (using formula) of following using
Caesar Cipher Substitution method.

Plain Text: TOMORROW Key: 5

Write down steps for Playfair Substitution Method. Solve the following
using Playfair Substitution Method.

Plain Text: DECEMBER  Key: WINTER

Attempt all questions

What is virus? Explain various types of virus in detail.

Which points should be kept in mind while doing online transaction?
Attempt all questions

Draw and explain Sniffing and Spoofing in detail.

Explain DOS and DDos in detail.

Attempt all questions

Write a note on Digital Signature.

Which points should be kept in mind while selecting a password?
Attempt all questions

Write a note on Kerberos.

Explain Man in Middle Attack in detail.

Attempt all questions

Write a note on Secured Electronic Transaction.

Explain Handshake Protocol in detail.

(14)
(07)
(07)
(14)

(07)

(07)

(14)
(07)
(07)
(14)
(07)
(07)
(14)
(07)
(07)
(14)
(07)
(07)
(14)
(07)
(07)

Page 2 of 4



Q-1

b)

f)

9)

h)

)

K)

Attempt the following questions. (1 mark for each question) (14)
UEL 252 WBHR 25eHL 3IWAR A sRallell s 313 Ao
8.
(A) AB Lot (B) B atet (€) B ilaugl (D) 8 ot8l
UB% 252 ALEL 25 ML 3W AR sraltell ulsan 313 Mt
8.
(A)ABwlt  B)BGwlt  (C)Brlaugl (D) 81 ot8l
o{lAstiuiell 52 Sogsell UsIR B2
(A) HRsS?  (B) A3 (C) 5QesARA BB (D) oLl
o Asttniell 58 RaH WURA Sogaiet (325210t 25[As B2
(A) AHAL (32520t (B) UAZ2tet (32520t (C) 6l A WA B
(D) 815 o8l
ol ActiHiell 520 cllaRAA YRAS duss &2
(A) AR5 2ot (B) BaRal  (C) WA aLet (D) SRA2
LAt Hi 52U YslRe{l slaRAA WS AR 313 uRl Ao elHl 41
8?
(A) UlEe Aac Ae (B) A3t A e
(C) W32 (3ceFaL G2z (D) 818 aigl
sAL YUSLRatL gHAME S2LHl 32812 Al ol
(A) sl AL @) Wllaazs  (€)aA (D) 818 o1&l
AR USSR Aol eYalot 2sollsul Sl AR sl GualloL Ut
8.
(A)3x3 (B) 4 x 4 (C)5x 4 (D)5 x5
C = PK 1S 26 3l P = CK-1 15 26 511cloll UL 585 Aell dsells
U2 Ul 8?7
(A) HloAUIEHLARS WES2 (B) (et B2
(C) [A%AR WESR (D) clollH WESR
A 3ULAR USCLl O AEA D,
(A)UBSR 252 (B) AULEL 25k (C)oud 22 (D) 5l atgl
A URc et ugloll Az B,
(A) UBSR 252 (B) AULEL 25%2 (C)oudeske (D) 8l atgl
Ug(A A5 Wl Aol MR U WEA B.
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(A) Aot (B) gl UlDB2ct  (C) AMUUB (D) 818 otél
M) ol Actiiell 58 dAsellsHi AB Lot W BB 2lototl Aretl UCNR UM
AR s stH0RoAl 2iStetallel - L UL B?
(A) Bt uss2 (B)W3R (C) U AAWAAUB (D) 5l atgl
N) ol Aos2 A BRCR UMLet Sloll GUAL 52 B, Al RieHA
AlFalot 313 WO alHl A1 B.
(A) ARARs (B) RAN2s (C) uloas $l (D) 8185 aigl
Attempt any four questions from Q-2 to Q-8

Q-2 Attempt all questions (14)
a) sl A RARSs AlF 2ot W3ct UMl (07)
b) (ALY ysiReil Wsdla A5 (AdlctcllR arlst 53, (07)
Q-3 Attempt all questions (14)

a)  flosR WS UURY2et Ug(Aell GUDIL 531 ol Astio] A 2let
(B(s 12t (Yool GUdoL 531 52A. Plain Text: TOMORROW  Key: 5 ©7)

b) 1A% yuRRe2let Ug@ 12 R W Avll. WAFAR AR Yot Us(Asll
: (07)
GuA9L 531 ollA of Acet 5A. Plain Text: DECEMBER ~ Key: WINTER
Q-4 Attempt all questions (14)
a)  dlRU Y B2 (AU YsiRell AlgfUA (Aot ar At (07)
b)  BoclSot 2loRs2lol scll W AL Y& LUloHL AWl ST A? (07)
Q-5 Attempt all questions (14)
a)  ReUEoL el YoLal (Aot £l AR UHAAL (07)
b) DOS 3 DDos & (Adlcdallr uMsal. (07)
Q-6 Attempt all questions (14)
a) (S@ed RoAU U ol dvll. (07)
b)  waS UiE scll cra sl YEL tllotHi Al B2 (07)
Q-7 Attempt all questions (14)
a)  Kerberos UR olltl AW (07)
b) Aot 8ot s W2sal (Aol UH AL (07)
Q-8 Attempt all questions (14)
a) [RsAR sAsA s 2leds2Aot UR ol AVl (07)
b)  &c52s Walslc (Aatdallr AHsAl. (07)
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